99

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.33, NO.1, Feb. 2023 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2023.33.1.99

Improvement Plan to Expand the Role of Expert Data Combination Agency

GiBum Kim,"™ Hun-Yeong Kwon?
12Graduate School of Information Security, Korea University
(Graduate student, Professor)

dolel, Al 5 Au% 71kl 2 AIQl 47 Ad8E Ao dlold F84de] F7kska glon ofel] %
o] AYE dolHAA BARE AT WE AY 2 Age] BIs) AAH L glort A WEL AAARLY
dlolel 435 PE (ol Il B3l B WE, dlolE] AIAEF L ol-4EAle] Wb |, AdrIAE
4 ) S e, ARIRIE K04 YA el AR} ARAE 10 4 99 £ ol
AR) 4se) BEE AAY AE W A4 59 FAE a4

g w0 g, DL S BAsw AAL DA% doledA B4

AAgele EFslel afstadt deh,

Al

ABSTRACT

The importance of data in the era of the 4th industrial revolution, a hyper-connected society based on information
technology such as data and Al is increasing, and the government is actively enacting and revising laws to revitalize the
data economy.

It is necessary to prevent and improve problems that may set an obstacle to the revitalization of the data industry or
setting the wrong direction, such as possibility of conflict between the regulatory law(Personal Information Protection Act)
and the Data Activation Act, differences in position by type of specialized agencies, performance scope of Data Specialist
Organization and Expert Data Combination Agency, etc.

In regard, I would like to analyze the role, current situation, and use cases of Expert Data Combination Agency, listen to
field opinions, and derive and introduce measures to expand the role of Expert Data Combination Agency and improve them
to vitalize the data economy
Keywords: Expert Data Combination Agency, Personal Information Protection Act, Pseudonymous Data, Personal Information
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Table 1. Status of Expert Data Combination

Agency

Designated Ministry

Expert Data Combination
Agency

Personal Information
Protection
Commission
(10)

Statisics Korea

SAMSUNG SDS

Korea Communications
Agency

Korea Local Information
Research &
Development Institute

LOTTE Data
Communication

Korea Information Certi-
ficate Authoruty Inc.

SHINSEGAE 1&C

Korea Social Security
Information Service

National Tax Service

LG CNS

Ministry of Health
and Welfare
(3)

National Health
Insurancs Service

Health Insurance Review
& Assessment Service

National CANCER
CENTER

Ministry of Land,
Infrastructure and
Transport

Korea Expressway
Corporation

Ministry of Science
and ICT
(5)

National Information
Society Agency

SK C&C

DOUZONE

BC Card

Kdata

Ministry of
Education

Korea Education and
Research Information
Service

Ministry of Trade,
Industry and Energy

KEPCO KDN

Ministry of the
Interior and Safety

National Information
Resources Service

N,
)
o,
&
19
oX,

>
>,
jincd
2
i
r:l:l .
o)
-
M
=2
Y
s
- ©f

gov 34 Ans fFE deleialyl FelE
st AR IS T3 o F vl

®7% A2 Aol dr}
=3 HoleE BAE A AzAdgs
sk QAR ALAFE F83kslE we] Agide]
o} 71 Bk el ne] wlag B sjeldn
% 7HsAo] At AzARE s4ach dlo)
e vl A Eldke] E5o] olHgAle A=
AT Rk opde} dely] B APAE|E o
Prvhd AT AA

H
$ekE ATV A
9
Aol O350

dlole{ Al LA shel] 7h

wel 3 gle T AR

Table 2. Status of Data Specialist Organizations

Designated Data Specialist
Ministry Organizations

Financial Security Institute

Financial | Korea credit information services
Services
Commission National Tax Service

4)

Korea Financial Telecommunica-
tions & Clearings Institute
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Table 3. Demonstration case of combining
pseudonymous data

Sector Pilot Case

D Mortality Trends and Death
Prediction in Lung Cancer

Medical and Patients

Table 4. Cases of using pseudonym information

Sector Pilot Case

Distribution
and
Consumption

* Build a AI model recommending
product for Convenience store

» istablishment of customized
financial support policies for
each consumer

* Development of mid-credit/thin
file customer credit evaluation
model

Finance * Combining and analyzing data

from the perspective of
consumption and investment
before and after COVID-19

* Development of Machine
Learning Model for the
Financially Underprivileged

* Medium-interest loan support
for socially vulnerable groups
using communication
information

Communicati
on and
Finance

Population |@) predictive studies of
complications and chronic
diseases in cancer patients

@ A Study on Illegal Spam

Communication
and @ Analysis of consumption
Distribution patterns by region,

commercial area, and product

Income and |® A Comprehensive Study on
Welfare Retirement Income Security

Leisure and |® Analysis of Customized
Health Forest Healing Program

Finance and |@ A Study on the Credit
Veterans Status of Veterans of Korea

* A study on the credit rating
Traffic evaluation model for individual
truck operators
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A7 W 13 52324H21.5.28~6.21) 9
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Table 5. Combination Pilot Case of Pseudo-
nymous Data

Sector Pilot Case
I D An Analysis of the Impact of
neome Income Distribution on Health
Inequality .
Insurance Benefits

. @ Analysis of gender medical use
Medical . .

. according to life cycle and
Equity

comparison of equity

Welfare for |@ An Analysis of the Effects of
the disabled Welfare Policy on the Disabled

@ Demand forecasting for
eco-friendly vehicle charging
facilities and selection of
optimal locations

Low carbon
economy
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Table 7. Mydata Utilization Demand Survey

institutions
Health and Health and (Presidential Committee on The 4th Industrial
ealth an Y ea an v .
Medical 56.6% Medical 50.7% Revolution)
Finance 55.6% Finance 49.3% Service expectations by [Ranking with a high
sector data open request
o7 38.7% Administration 43 99
“?!' and The public I Sector % Sector Rank
Education 271.1% ICT 25.7% Health and Medical | 42.0 Finance 1
Real estate 19.4% Education 23.0% Finance 23.0 |Administration| 2
; Tax 3
Land and Traffic|18.4% EmploLy “};er}t and|;7 6o Consumption and |5
abor expenditure Traffic 4
fmplovment and| 7 695 Real estate | 9.5% , Welfare and |
abor Culture, g'ourlsm, g7 | Medical care
. . Life '
Manufacturing o/ Tourism and Y Distributi
tribut 6
and Distribution 12.7% Accommodation 9.5% tstribution
; Real estate 7
Tourism and ' Education and 51
Accommodation | 877 [l:and and Traffic| 8.1% employment ' Education 8
Agriculture and | 5 50/ | piciinution | 4.7% Traffic 5.1 | Fmployment | g
Livestock and Labor
Agriculture and 92.0% Agriculture 10

Livestock
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Table 8. Survey on the status of Expert Data ARE= OATAE7A dole]HdEr|H 24 7|
Combination Agency WA BaAE AAstite AgHREA do)
27133} Salsl o] HE Sadlel| . BLE 7
Sector Survey fiem T':7]Jd' ]’ T ]’z‘f} HT = T9% uoﬂ E?‘B}l =2
7133} dlole A7) A 2 B 5t

Purpose of application for Expert
Data Combination Agency

. Current combined progress
Operationa

1 Status |Internal instructions, Facilities

Responsible personnel

fee standard

Difficulties in the coupling process

Improvements to application
procedures, requirements, etc

Institution
al Opinion on the parallel of Public/

Evaluation |Private Expert Data Combination
Agency
Relationship with Data Specialist
Organization

Future Service Sustainability
plan

Data Specialist Organization Plan
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Sum

note

Data Specialist
Organization 13
(4Agency)

60

73

Finance

Expert Data
Combination

Agency

(20Agency)

26

32

General

Table 10. Combined status by field of Expert
Data Combination Agency (Jul. 2021)

Sortation |Health Care | Traffic |General| ICT
Completion 2 0 3 1
Progress 16 4 4 2

SUM 18 4 7 3




AR ool AgAtzt

[e]

=

)

e}
A

2~
T

3}
=

=
=

it

1] ke

°

108

A+

ofy

o]
el

% Al ol A1

g Aot

Eo

gEnid

-

)

alil

-

[}

L

.

A

FHe 725 AR sk 7] Wl

L

b

U

g

gﬂo}: 3

=]

o

(GER

gk
fi - 514]

9

°
3 5 42 7]

sof 7}

)el

=

S o] O o
‘J:é‘a"%
T

)

EL
gl

-

7]

g

2
T 34 715

il

Rl

o} FAA e npH

shae.

a

Z]

3k
=
L=
o=

e A
3}
A7

A

ofo

o

o
oga
o

Mo

vz AAlE g 530} =24

bol 24 T gellAl Al stk

EREEEE
]

3=
T

=
T

WA A

L

L

5t

°

A el A
Aol

o

e st
]
A42F 74

[e)

=
=29
T =

2
)

#7193
a4 A S ¢

[T =}
T,

2271 7

x

5) A AN kel o

dlole ®f

AT
A

AFHA| Apelell Afo]

4
IT7]

FHd k|

ol
il

= 74

=

2R LaAeA

3, '21.9.6)

951

A1 (F3) 54

W
B
o)

ot
fy

SEDERE ST EE]

hu;
ol %48 AEA

21,12 21474 E

=

[)

AR A AR (A4S

=1

A= O A A 2 S8 Ak R

13

_ﬂs

=

=

433

=
=,

Ak
22429714 40 (A=A, BHKDN,

7N

=X

A1
~

o

t‘ﬂ.

1%

sl

bl
A4l

o=

22.2)

A8 KISA, EA7F2AIAE

Q

o]
H

b

B
gl

T3N3
2 2 7R Ag 24

RS

ol A A et

1y

9

UAg,
A 8 o]

A A (21.10) 28z VAR AF

3t A2 =

_‘1

3

16 &

o

=
T

o]
H

/ﬂ.

(

o

=

ul
=

A

o

oF

.o

Jn.v_.o
o
=
oy
)
(T
w
o
"

ofy

A

s
ol

Ko
nA_.o

oo

19 24 (el g4 71w Al

=N
ra
ar

>

AR (AL R A22A1514)

TR

257 (A ddlele] 4 53 AHdely &4 A}

*

o dlo|ge] txHd Y

o Y47t o



AR R E3|=A

(2023. 2) 109

wakaL e 7|

2] 7|3 7] s Wé W3}l 737{}
e B H

i) AE BRHeRE S A4 TR ole]
S DRI

37+ wol 2 e

RANIES o]eﬁ % AlE At A

ofelt]of & Hslr] M= 4 71k-r]de] HA

s ski= olEi dgtolzt {1 A

e

e
=

0 gl 7
& A

FA A3 ARl

Sk 2~
& 5 9=

Table 11. Big data platform status by field of

data dam
Deployment in 2019 Deployment in 2020
(10) (6)
Sector Platfgrm Sector Platfqrm
organizer organizer
Communicati
on * KT agri-food | .,
products
Healthcare |« NCC
Cultural Smart * Police
media KCISA Security |University
Traffic « KOTI ) « Yonsei
Life Log ..
Environment| « K-water Medicine
Finance + BCCard )
marine
Distribution | 1 -0 fisheries | - KMI
consumption
small and . * National
. . Fire .
medium-size | * Douzon Safet Fire
d businesses y Agency
forest * KOFPI Digital
Regional |+ Gyeonggi Indust}ry * KTL
economy DO Innovation
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Table 12. Priority survey results Table 13. Priority Analysis
BHIDEILY Survey item Weighted Priority Rank
Survey item (person) AVG
S|M|L @ 2.19  |medium term| 8
OSame as standard 5191 2 Institutional | @ 2.75 short term 3
@Allow the use of 153l 9|1 ©)] 2.69 short term 4
Institluti combined information D 956 short term 5
o Mandatory internal Technology | @ 2.25 medium term| 7
management plan and 1115 -
operating guidelines ® 2.50 short term 6
(OMinimize privacy @ 2.94 short term 1
breaches with encryption | 9 | 7 | - ® 2.00 medium term| 10
technology feosystem ©) 2.19 |medium term| 8
@Personal information
Technolo|destruction technology for | 6 | 8 | 2 @ 2.88 short term 2
gy unstructured data
71E4 WS Odss 712 HAFE s
Development of real A58}, @AAE ERAA Hole] 5 7 A2l
e dommiation 9161 Ae e AFS ALE Bastk g, @
Technology a3 dolee] AuA AR 5] A% Awe
(DEstablishment of e71AeR AR dask i
consideration calculation 2 MAR S AR BE-887]% R&D
standards and standard I 2 IS aeste] AR 28} gla Aol
contracts A A=A @A A o] Fast}.
DSecuring operating Al ARA B DA 7% 9 52
Ecosyste loxpenses and reinvesting | 2 | 12| 2 °b 2, @e7IRt A AE AR 28
m public service @71 g AlgeHA NAE 87t 9la, @-dw]
P ————— sl goluls 02 ATA B BFEALL:
operations At <3 9 ALY A 75 F1-0 A
@Evaluation Indicators of Rl AEA S 8 Al s e s AR
Public Institutions M2 - = nkdsted il daot sleh
g 274 Fo] Aol e NI @7
o2 R AMTA BE SALo= o] uinE] A A sEAR Fy F
Table.13%} 7o] w2s}eic}. e I e B o o B S B I R o R
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